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Overview for the Report.
Cyber security is among the most promising solutions to the problems in the majority of the integrated cyber services which include data breaches. However, the insurance industry has often responded to these threats by availing different cyber insurance mechanisms. In this regard, cyber insurance refers to the acute endorsement to different existing policies and may entail a variety of coverage (American Bankers Association, 2016). In many settings, cyber insurance coverage involves data privacy coverage, liability coverage for remediation costs which includes customer notification as well as forensic investigations among others (Talesh, 2018). Majority of the data based organizations have been in great challenges which often hinder firms’ operations and processing of confidential information, and Wyndham Worldwide is hardly exceptional. According to literature, the company was challenged by unfair cyber security threats that exposed confidential customers’ personal data without consent. In addition, , the company failed in providing determined security measures and that it failed to restrict third-party vendors from accessing its network together with its serves. Wyndham failed to accurately follow a proper incident response procedure which often proliferated attacks. In this setting, the company needs cyber insurance to help acute identification of cyber security gaps as well as opportunities for improvement. 
Analysis.
As mentioned above, Wyndham Worldwide was subjected to critical cyber threats which exposed confidential information to the wrong hands. As evident, the organization’s information system was featured with faulty connections and that it failed in the adoption of the most promising cyber security insurances. A critical data breach for Wyndham is that the company allowed for easy application of passwords to access the ideal property management systems. Moreover, the organization failed to make effective utilization of the available security measure which included firewalls to limit the availability of the hotels’ property management systems, the internet, and corporate networks. Another form of the data breach is that the companies permitted the property management system at the hotel to accurately access and link the network without adhering to the most accurate security procedures and precautions. Also, there were no logical measures to identify and possibly prevent illegal access to the company’s information. There was a lack of adequate restriction to access third-party vendors to its network as well as the servers attached to the branded hotel (Allen, Assaf, Landau, &. Davies,  2015). From another point of view, the hotel was affected by lack of accurate incident response procedures in an effort to examine its network for malware from the previous intrusions. 
From a legal perspective, Wyndham noted that it had challenging issues attached to increased incidences of a data breach which often violated the company’s operations and confidentiality. However, the management defended that Wyndham lacked enough power to control the evident cyber threats and if by any chance it was able, there was no accurate notice regarding what cyber security measures it was supposed to take. According to court findings, Wyndham should have been determined in ensuring increased protection of sensitive customer’s data for increased confidentiality (Arnold & Porter Advisory, 2015). The court asserted that the hotel operators should take it as their responsibility to monitor the costs integral to active operators as a result of the attached risks. The court justified that these practices will allow for materialization as well as access to and control over information to pass through operating expenses, the cost attached to the investigation as well as acute remediation of network instructions to what happened at the management company level (Allen et al., 2015).
The court reaffirmed that Wyndham was a liability to the customers’ wellness in that it adopted lax cyber security measures such as failing to encrypt data, allowing easy guessing of passwords, and failing to use firewalls in an effort to protect personalized information. In regards to these faults, the court intended to penalize Wyndham from continued operation in an effort to deter future violations as well as reimbursement of FTC’s costs. 
Best Practice Recommendations.
It is widely evident that Wyndham was faced with a genuine problem which is common to many contemporary firms.  However, different recommendations were deemed efficient for Wyndham to enact as a part of the Padgett-Beale’s updated data breach response policy plans. In this setting, the branded hotel should rejuvenate its cyber security by preparing computer together with device inventory to help in defining what you have and where it is located (Allen et al., 2015). Moreover, the firm should ensure increased use of technology by constantly updating software as well as the correct installation of the necessary security patches.  To deter default logins processes, the hotel must facilitate strong login IDs as well as passwords and deter them effectively while avoiding the sharing of login details with any user. The management should ensure accurate installation of fully effective firewalls amidst the systems, networks, and internet (James, 2015).  The court recommended that the hotel should rejuvenate its cyber security through encryption of sensitive data, acute restriction as well as monitoring of the third party to access the networks among others. It was also found necessary for the hotel to ensure immediate data breach response plan well strategized and definition of how to enact as a policy. 
Among these recommendations, the most effective practice is the use of strong login IDs as well as passwords. A strong password would possibly deter easy access to confidential data through guesses hence ensuring cyber security for the organization. However, this practice should be complemented with frequent changing of passwords and discouraging sharing of data (Arnold & Porter Advisory, 2015). Also, there should be general policies governing access and personalization of information, hence facilitating the basis for safer security IDs. 
Summary of Recommendations.
It is with no doubt that Wyndham was in ideal cyber threat which often violated confidentiality in every bit of its operation. However, the company increased self-harm by failing to deter easy guessing of passwords and lack of security standards. As argued, several effective practices should have been enacted to ensure acute protection of patient’s information more accurately. The most standalone recommendation that would possibly reinforce cyber security in the firm is an accurate use of strong IDs to control the access personal data. However, this practice should be complemented with other practices such as the installation of firewalls, regularly updating software and use of common security-based policies. Acute adherence to security control options would restore confidentiality and security at the Wyndham hotel.
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